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I. INTRODUCTION

years, various protocols related to the ballot-privacy,
individual verifiability, eligibility, completeness, fairness,
uniqueness, robustness, universal verifiability and receipt-
freeness have been widely proposed. Besides, the published
protocols have implemented a variety of technologies, such
as blind signature, ring signature, homomorphic encryption,
Mix-Net, zero knowledge proof, etc In particular, the
application of e-voting in digital currency has become
gradually maturity nowadays. Based on the common
security requirements of participants, this paper proposed a
blockchain-based protocol associated with the priorities of
the ballot-privacy, verifiability, eligibility, completeness,
uniqueness, robustness, and coercion- resistance.Much like
the early days of the internet, widespread adoption of this

Voting plays an important role in constructing a democratic
society. The traditional voting requires voters to cast in
appointed polling stations, which usually involves
enormous expenditure on time and cost budget. E-voting, a
new substantial online voting system which is structured on
cryptography technique, has been gradually implemented
and emphasised by people. The system supports full-
function online voting by general household devices, and
the entire polling results will be counted automatically and
anonymously. Compared with traditional voting, electronic
voting is a more economic system addresses on
transparency and impartiality. As e-voting system mainly
relies on the internet platform.

The crucial challenge for e-voting is the significant security
risks it might cause. In order to reduce risks, in the past 40
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technology will take time but as highlighted from the
excerpt of Blockchain Revolution below surprising steps
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towards this goal are happening and effecting not just how

Traditional Voting
(Centralized)

Blockchain Voting
(Decentralized)

Fig 1. Difference between traditional and block chain
concept

Il. PROPOSED SYSTEM
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Fig 2. E Voting System Architecture
A. Description:

Proposed system is an internet voting system. We provide
an online platform for voting i.e a website. Propose system
three parts as Voter, Election Administrator and Election
Process.

A) Voter : Voter is the main part of the system which
participate in the election process. He register himself in
system by giving his personal information.

B) Election Administrator : To manage all the data coming
from voter during registration.

C) and election process, election administrator has worked.
Also it generate public and private keys for voters. It is
nothing but python packages.

D) Election Process : In this process voter select the
candidate to vote and give his vote for selected candidate.
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we vote but how we create policy as a whole.
B. Mathematical Model

System Description: RSA algorithm is a kind of asymmetric
cryptographic algorithm which is used to encrypt and
decrypt the messages. Its security is based on the difficulty
of large integer decomposition. There are many
implementations in reality.

The specific algorithm can be described as follows.

1. Choose two different large prime numbers.

2. Definen=pq, (n) = (p 1)(q 1).

3. Choose € [0, (n) 1].

4. Calculate the modular multiplicative inverse of (n) as d
which ensures ed = 1 mod (n).

5. Define e, n as public key and p, q, d as private key
Where,

Decryption: Give the ciphertext y, compute X =y mod n to
encrypt the message by using the private key (p, q, d).
Constraint: Constraint C = User should login to the system
for voting

Function: Success Conditions: Successfully transaction of
vote.

I11. ALGORITHM AND TECHNOLOGY USED

Algorithm:

1. SHA3- 256 Algorithm :

» Secure Hash Algorithm is one of best algorithm to
generate hash value from data.

» SHA-256 is having fixed length hash value i.e 64 bit

« It is one way encoding algorithm so that it is impossible to
generate original message from hash value.

» Miner change in input will change hash value drastically.

« It is helpful to handle the collisions, means two different
data cannot have same hash value. So it is too much secure.

2. RSA (Rivet-Shamir-Adleman ) Algorithm :
RSA is asymmetric cryptographic algorithm which is use
to encrypt and decrypt the messages.

Technology:
« Python : Python language is used to build Blockchain.

» Django : Django is a Python-based free and open-source
web framework, which follows the model-view-template
architectural pattern. Django’s primary goal is to ease the
creation of complex, database-driven websites.

« Data Structure : Structure of Blockchain is like doubly
linked list. Each block has hash of previous block, data and
hash of current block.

» Database : MySQL is open source structured database
which provides data security and high performance.

IV. RESULT
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Fig 5. Secure Voting Process

V. CONCLUSION

Blockchain Technology is gaining popularity day by day.
Using blockchain in voting system will help to achieve
secure and cost-efficient election while guaranteeing voter’s
privacy. Also, due to the encryption mechanism, it is
impossible for any person to gain access to all the votes
without first taking control of the entire service network.
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